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New General Data Protection
Regulation 2016/679

* Prepare now!

Virtually everything we currently do will become more complicated, more
expensive, more administratively burdensome

261 pages, 108 of Recitals

Regulation shall apply from 25 May 2018

« Regulation enters into force on 24 May 2016 (published in the
Journal on 4 May), but two year transition
+ No grandfathering of existing consents etc

Many clients target compliance by May 2017 to allow stress testing of
systems

« eg ISO audits, impact assessment and employing DP Officers

What stays the same?

“Personal Data” remains a cornerstone
« All means reasonably likely to be used to identify an individual
+ Remains a dynamic test
« Data can still become “personal” as a result of subsequent
technological or other reasons
Privileged status of “data concerning health” (and data re racial or ethnic
origin) requires extra care
Consent to processing (and purpose limitation) remains a cornerstone
« Capacity to consent remains a matter of national law (eg minors or
guardians)
Focus remains on each act of processing of personal data rather than
the collection or holding of data. The data controller must verify that
there is a legitimate basis for the processing
« Steps taken to anonymise or pseudonymise data = processing
Export of personal data outside EEA only permissible with adequate
level of protection
Research derogation remains

What changes?

+ One stop shop with a lead supervisory competent authority
Fines/penalties for breach
* Up to 4% of annual worldwide turnover for serious breaches (eg
requirements relating to international transfers or the basic principles
for processing)
» Up to 2% of annual worldwide turnover for other breaches
Data protection becomes a fundamental right
More access rights (e.g. data portability)
Impact Assessments required
« Prior approval of impact assessment of each act of processing (sets
of similar processing can be grouped)
Profiling requirements
« Intelligible explanation of automated processing logic

What changes?

« Privacy by design & by default

« Taking into account the state of the art, the cost of implementation
and the nature, scope, context and purposes of processing as well
as the risks of varying likelihood and severity for rights and
freedoms of natural persons posed by the processing, both at the
time of the determination of the means for processing and at the
time of the processing itself, implement appropriate technical and
organisational measures (e.g. such as pseudonymisation, which
are designed to implement data-protection principles (e.g. data
minimisation).
Implement appropriate technical and organisational measures to
ensure that, by default, only personal data which are necessary
for each specific purpose of the processing are processed (e.g.
amount collected, extent of processing, storage period and
accessibility.
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What changes?

Consent requirements tougher

Pseudonymous data remains personal data regardless of the number
and nature of steps taken to key code

Biological samples = identifiable data

Exemptions for processing without consent

« Exemptions not suited for outsourced processing in eHealth /
mHealth services and not drafted for regulatory clinical data
obligations or health technology assessments

Technical standards

« Commission can issue technical standards related to
implementation of GDPR requirements

Mandatory Privacy Officer
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Prepare!

THE HATEFUL EIGHT

IN CINEMAS JANUARY §

Healthcare business related top 8 points of
attention:

1. Informed consent criteria
2. Data concerning health scope
3. Right to be forgotten (applies to
commercial collection of health data)
4. Impact assessment
« For data concerning health
« In case of profiling
5. Profiling requirements
« including right to object if processing
significantly affects data subject
. Data portability right of user
. Security requirements
8. Export of data to extra-EU jurisdictions

~o

Consent-based
business model tricky

‘GDPR: ‘means any freely given, specific.

informed and unambiguous indication of the [
data subject's wishes by which he or she, by a statement or by a

cl

ear affirmative action, signifies agreement to the processing of

personal data relating to him or her’

Recitals 32, 42 and 43 GDPR

silence, pre-ticked boxes or inactivity do not constitute consent
Processing for multiple purposes? Consent should be given for
all of them!

Controller must be able to prove valid consent was obtained and
provide intelligible consent language

Consent invalid “in a specific case where there is a clear
imbalance between the data subject and the controller”

Consent and research

GDPR recognises that “secondary” processing for scientific research
purposes should be considered as compatible lawful processing
operations (Recital 50)
Value of research & registries are recognised, but subject to national law
(Recital 157)
« “Broad consent” is not ordinarily legitimate, but it may be possible to
obtain consent for areas of scientific research (Recital 33)
« data subject should have the opportunity to consent only to certain
areas of research or parts of research projects
« Processing of data concerning health is prohibited without explicit
consent, Member State (or the EC) law may allow processing for
research purposes with appropriate safeguards (Article 89(1))
« Technical & organisational measures to ensure data minimisation
« Once research can be conducted without personal data, derogation
should cease
+ Member State law may derogate from certain rights of data subjects in
so far as such rights are likely to render impossible or seriously impair
the achievement of the specific purposes (Article 89(2))




13-06-2016

Future scope of ‘health data’

'data concerning health’ means personal data related to the physical or mental health of a

natural person, including the provision of health care services, which reveal information

| about his or her health status;

(33)

Personal data concerning health should include all data pertaining to the health status of a
data subject which reveal information relating to the past. current or future physical or
mental health status of the data subject. This includes information about the natural person
collected in the course of the registration for. or the provision of. health care services as
referred to in Directive 2011/24/EU of the European Parliament and of the Council® to that
natural person: a number, symbol or particular assigned to a natural person to uniquely
identify the natural person for health purposes: information derived from the testing or
examination of a body part or bodily substance. including from genetic data and biological

samples: and any information on. for example. a disease. disability. disease risk. medical

history, clinical or the physi ical or bi

state of the data subject

Research - ‘Right to be forgotten’

Article 17 (1) GDPR: The data subject has the right to obtain the
erasure of personal without undue delay from the controller.

Last year: risk that statistical analyses will be “depowered” as a
result of exercise of right to withdraw consent and erasure of data.

Now: the ‘right to be forgotten’ ONLY does not apply if the processing
takes place:

‘for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes in accordance with
Article 89(1) in so far as the right referred to in paragraph 1 is likely
to render impossible or seriously impair the achievement of the
objectives of that processing.”

Right to be forgotten does apply in all commercial processing of

independent of its source. for example from a or other health i a health data!
hospital. a medical device or an in vitro diagnostic test.
Impact Assessment Impact Assessment
Article 35 The assessment shall contain at least:
3. A data protection impact assessment referred to in paragraph 1 shall in particular be

required in the case of:

(a) asystematic and extensive evaluation of personal aspects relating to natural persons
which is based on automated processing. including profiling, and on which decisions
are based that produce legal effects concerning the natural person or similarly

significantly affect the natural person;

®

processing on a large scale of special categories of data referred to in Article 9(1), or
of personal data relating to criminal convictions and offences referred to in

Article 10: or

« PIA prior to processing — similar operations with similar risks can be
grouped

« Count on all grant funded projects and clinical trails or investigations or
registries that require ethics approval needing PIA

« Authorities will make lists of operations subject to PIA

« Prior consultation of DPA regarding residual risks (article 36)

(a)  a systematic description of the envisaged processing operations and the purposes of
the processing, including, where applicable, the legitimate interest pursued by the

controller;

(b)  an assessment of the necessity and proportionality of the processing operations in

relation to the purposes:

(c) anassessment of the risks to the rights and freedoms of data subjects referred to in

paragraph 1: and

(d)  the measures envisaged to address the risks, including safeguards, security measures
and mechanisms to ensure the protection of personal data and to demonstrate
compliance with this Regulation taking into account the rights and legitimate

interests of data subjects and other persons concerned.
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Profiling requirements

« Profiling based on health data -> always PIA
« 'profiling' means any form of automated processing of personal data
consisting of the use of personal data to evaluate certain personal
aspects relating to a natural person, in particular to analyse or predict
aspects concerning that natural person's performance at work, economic
situation, health, personal preferences, interests, reliability, behaviour,
location or movements;
Data subject must be informed
Article 22: right not to be subject to a decision based solely on
automated processing, including profiling, which produces legal effects
concerning him or her or similarly significantly affects him or her, unless
« decision is necessary for performance or entering into contract
« decision is based on explicit consent

+ AND:
« explicit consent in case of profiling based on health data
« suitable measures to safeguard the data subject's rights and
freedoms and legitimate interests are in place

Data portability right
« Controller must inform data subject about right, and:

Article 20

Right 10 data portability

The data subject shall have the right fo receive the personal data concerning him or her,

which he or she has provided to a controller. in a structured. commonly used and

Right to receive
data

‘machine-readable format and have the right to transmit those data to another controller

‘without hindrance from the controller to which the personal data have been provided.

where:

(a)  the processing is based on consent pursuant to point (a) of Article 6(1) or point (a) of

Aticle 9(2) or on a contract pursuant to point (b) of Article 6(1): and

(b)  the processing is carried out by automated means

In exercising his or her right to data portability pursuant to paragraph 1. the data subject

Right to have data
transferred

shall have the right to have the personal data transmitred directly from one controller to

another, where technically feasible.

Security

Data controllers and processors should implement appropriate
technical & organizational measures to protect data from loss or
any form of unlawful processing

« Article 32 defines security principles
Security measures must take into account (recital 78):

« Nature of the data to be protected and consequences of security
breach

« State of the art

= Security by design

« Aim to prevent unnecessary collection and further processing of
personal data

» Overriding principle: Plan-Do-Check-Act

« Data breach notification (article 33/34)
« to DPA (<72 hours) and to data subject
« processor must inform controller

Export

Export only with legal basis:

Adequacy decision

Appropriate safeguards (BCR and SCCs) ensuring third party rights for
data subjects, approved code or certification mechanism

« Privacy Shield still does not provide adequate safeguards
(according to European Parliament, Article 29 WP and EDPS)

Specific situation
« informed consent
« necessary for performance of contract
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Known unknowns and wide open
doors

Sclonce based lawyers

Article 9

Processing of special categories of personal data

Member States may maintain or introduce further conditions, including limitations, with

regard to the processing of genetic data. biometric data or data concerning health.

« This means that member states can still require geofencing, hosting
accreditation and things like that for processing of genetic, biometric
and/or health data!

= Only restriction is that these cannot be contrary to the requirements of
the internal market and must be proportionate
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